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Abstract 

Internet of Things (IoT) devices are a new, fast-spreading innovation with many ben-

efits but also new problems for which the current legal system does not yet have suit-

able solutions. The EU Data Act (DA) introduces new rights for users of IoT devices 

to access and use IoT data and share them with third parties to give users more control 

over their data (user empowerment) and to make more IoT data available for innova-

tion and create more competition on secondary IoT-related markets for services. The 

paper analyzes in two steps the change of the bundle of rights on IoT data (1) in the 

initial DA proposal of the European Commission, and (2) in the final version of the DA. 

This analysis uses three different concepts for the bundle of rights on IoT data: a data 

holder-centric concept, a user-centric concept, and the concept of co-generated data. 

It also discusses the implications of these changes for the effectiveness of the DA to 

achieve its objectives. Overall, the DA cannot be expected to achieve its objectives. A 

big problem is that the basic contradictions, open questions, and unclear provisions 

can lead to great deal of legal uncertainty due to very different interpretations of the 

rules of the DA and the specific design of the bundle of rights on IoT data. This also 

includes the relationship to other laws, such as data protection and trade secret law, 

which also determine important parts of the bundle of rights on IoT data. Therefore, 

further improvements of the DA and additional policies will be necessary. 
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A. Introduction 

 

Internet of Things (IoT) devices are a new, fast-spreading innovation with many ben-

efits but also new problems for which the current legal system does not yet have suit-

able solutions. The EU Data Act (DA) introduces new rights for users of IoT devices 

to access and use IoT data and share them with third parties to give users more control 

over their data (user empowerment) and to make more IoT data available for innova-

tion and create more competition on secondary IoT-related markets for services (e.g., 

repair services).1 The DA can be seen not only as introducing new rights on IoT data 

but also as a much more fundamental legislative act that attempts to design in a novel 

way the entire bundle of rights on data that are generated by the "Internet of Things": 

Who has what rights on what types of IoT data and can use, share, and monetize 

them? Therefore, the DA is also an important element in the necessary legal coevolu-

tion addressing new problems arising from the "Internet of Things" as part of techno-

logical evolution.2  

 

The objective of this article is to analyze how the DA changes the bundle of rights on 

IoT data and what its effects are on innovation, competition, and empowerment of 

users of IoT devices.3 This article will focus primarily on non-personal IoT data be-

cause personal IoT data are already subject to the existing EU data protection law.4 

After a brief introduction into the economics of data and the bundle of rights approach 

from an economic perspective in section B, section C starts with an analysis of the 

governance of non-personal IoT data before the enactment of the DA, where up to 

now, the manufacturers of IoT devices have had exclusive de facto control over all IoT 

data. So far, this gives these data holders a property-like position on non-personal IoT 

data which results in not enough access, use, and sharing of IoT data with others. This 

has negative effects on innovation, competition, and choice of the users of IoT devices. 

Section D explains the objectives of the DA and its two key instruments (new user 

rights and a new contract about the use of non-personal data) for solving these prob-

lems. The main section E analyzes in two steps the change of the bundle of rights on 

IoT data (1) in the initial DA proposal of the European Commission, and (2) in the final 

version of the DA. This analysis uses three different concepts for the bundle of rights 

on IoT data: a data holder-centric concept, a user-centric concept, and the concept of 

 

1 Regulation (EU) 2023/2854 of 13 December 2023 on harmonised rules on fair access to and 

use of data and amending Regulation (EU) 2017/2394 and Directive (EU) 2020/1828 (Data 

Act), OJ L 2023/2854, 22.12.2023, p. 1-71. 

2 For legal coevolution through technological change, see Eckardt, Technischer Wandel und 
Rechtsevolution, Die Einheit der Gesellschaftswissenschaften 118, Mohr Siebeck 2001; Eck-
ardt, The evolution of the German tort law in the 19th century – An economic analysis of the 
evolution of law, 21 Homo Oeconomicus, 83-116, 2004; and with regard to the digital transfor-
mation, see Kerber, Digital revolution, institutional coevolution, and legal innovations, 34(6) 
European Business Law Review, 993-1016, 2023. 
3 This article is also based on Eckardt/Kerber, Property rights theory, bundles of rights on IoT 

data, and the EU Data Act, 57 European Journal of Law & Economics, 113-143, 2024, which 

provides a more detailed economic and legal analysis. 

4 For the relationship between the DA and data protection law, see Sattler, Data Act and data 

protection law (Chapter 7 in this volume). 
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co-generated data. It also discusses the implications of these changes for the effec-

tiveness of the DA to achieve its objectives. Section F concludes and offers some 

further perspectives. 

 

B. Theoretical framework: Bundle of rights on data and the relevance of market 

failures 

 
From an economic perspective, the EU data policy is based upon the non-rivalrous 

character of data regarding its use, i.e. more access to and sharing of data can have 

many benefits, especially for innovation and competition. Depending on the type of 

data and the technological and economic conditions, the costs of generating data and 

the benefits of using it as much as possible can be very different. Therefore, a broad 

range of different governance solutions about who should have what kinds of rights to 

access, use, share, and monetize the data can be optimal from an economic perspec-

tive. This implies that we should be very cautious to apply too fast traditional well-

established legal concepts like "property" on physical goods or IP rights to this new 

phenomenon of data which requires an own new legal approach. For data, it is neces-

sary to use a very flexible concept that allows to design a wide range of different solu-

tions for properly addressing the complexity of data governance problems.5 

 

Such an approach is the bundles of rights approach, which has been used for a long 

time in the law but which can be derived also from the economic theory of property 

rights. Both the two extreme solutions of open data (public domain) and of exclusive 

IP-like rights of data can be analyzed and designed within the bundles of rights ap-

proach; this equally holds for many different intermediate solutions, like data access, 

sharing, portability rights and data trustee solutions.6 However, for the question which 

bundle of rights solution is optimal, i.e. who should have which rights on a certain set 

of data, it is also relevant to take into account how well markets work because rights 

can be reallocated through trading them. Therefore, it is necessary to analyze whether 

market failures exist (e.g., market power problems, information asymmetries, behav-

ioral problems, transaction costs) and to what extent such problems are solved by 

legal rules and regulations. For our analysis of the bundle of rights on IoT data this 

implies that also the question of market failures on the market for IoT devices and on 

the markets for non-personal and personal data have to be considered. 

 
 

5 For the economics and complexity of the governance of data, see Martens, Data access, 

consumer interests and social welfare, in: Drexl (eds.), Data access, consumer interests and 

public welfare, Nomos 2021, p. 69–102; Martens, A comparative economic perspective on EU 

data market regulations (Chapter 2 in this volume); Kerber, From (horizontal and sectoral) data 

access solutions towards data governance systems, in: Drexl (eds.), Data access consumer 

interests and public welfare, Nomos 2021, p. 441–476. 

6 For the link to the economic theory of property rights, see Eckardt/Kerber, Property rights 

theory, bundles of rights on IoT data, and the EU Data Act, 57 European Journal of Law & 

Economics, 113 (117). For an application of the bundle of rights approach on data, see, more 

generally, Kerber, Specifying and assigning “bundles of rights” on data: An economic perspec-

tive, in: Hofmann/Raue/Zech (eds.), Eigentum in der digitalen Gesellschaft, Mohr Siebeck 

2022, p. 151–176. 
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C. The current bundle of rights on IoT data and its problems 

 

The current bundle of rights on IoT data can be described as follows. The manufac-

turers can design technically the IoT devices in such a way that they get exclusive de 

facto control over all data that is generated by the users with these devices - usually 

by directly transmitting the data to a proprietary server and through their technical con-

trol over the IoT device. As a consequence, they can "capture" this fast-increasing 

amount of IoT data, which is a new valuable resource. As far as this data is personal 

data, EU data protection law provides the users as data subjects with a set of rights 

on their personal IoT data. In addition, the data holders usually need a contract with 

the users for the processing, use, and sharing of this personal data ("consent"; Art. 

6(1)a GDPR). For non-personal IoT data, however, often no de-jure rights exist. There-

fore, the manufacturers as holders of this data are free to use, share, and monetize it. 

Vice versa, the users as owners of the IoT devices as well as other firms who would 

also like to use this data are excluded from this data through the technological design 

of the IoT device. Therefore, so far, the data holders have de facto a property-like 

position with regard to non-personal IoT data. Thus, they can exclusively extract the 

value from the data as if they were the "owners" of this data. Through such a strategy 

of technological capture of the IoT data, the manufacturers can de facto "appropriate" 

the non-personal data.7 From an economic perspective, the "bundle of rights" on non-

personal IoT data is de facto assigned exclusively to the data holders through their 

own technological decisions, although they do not have any legal rights on this data.  

 

This exclusive control of the manufacturer over the IoT data has led to a number of 

serious problems, which were also the main motivation for the Commission for initiat-

ing the DA project. It gives the manufacturers a powerful gatekeeper position vis-a-vis 

the users of the devices and many other firms who need access to this data to offer 

additional services on secondary markets and to innovate new products and services. 

This exclusive monopolistic position on these non-personal data can also lead to a 

systematic under-use of this non-rivalrous resource, e.g. through too high data prices 

and restrictive conditions for accessing and using the data. Therefore, from a compe-

tition and innovation policy perspective, this current form of the governance of IoT data 

is expected to have negative effects on innovation and competition due to a lack of 

access to and sharing of IoT data, especially on secondary markets in digital IoT eco-

systems.8 In addition, large concerns have been raised that the owners and users of 
 

7 See Eckardt/Kerber, Property rights theory, bundles of rights on IoT data, and the EU Data 

Act, 57 European Journal of Law & Economics, 113-143, 2024; Kerber, Governance of IoT 

data: Why the EU Data Act will not fulfill its objectives, 72(2) GRUR International, 120-128, 

2023; and similar Lundqvist, Regulating Access and Transfer of Data, Cambridge University 

Press 2023, p. 6-56. 
8 For an overview on these problems, see Kerber, Governance of IoT data: Why the EU Data 

Act will not fulfill its objectives, 72(2) GRUR International 120 (122), 2023; for the example of 

connected cars, see Kerber, Data governance in connected cars: The problem of access to in-

vehicle data, 9 JIPITEC, 310–331, 2018; and, most recently, Wiebe/Helmschrot/Kreutz, Studie 

zur Notwendigkeit und Ausrichtung von spezifischen Datenzugangsregelungen im Bereich des 

vernetzten Fahrzeugs in der Automobilwirtschaft, Studie im Auftrag der Bundesnetzagentur, 

February 2023. 
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the IoT devices do not get enough control over their IoT data, and that they would not 

get a fair share of the value from this data. 

 

D. The approach of the Data Act: An overview 

 

The DA has understood very well the above-described problems of the current gov-

ernance of IoT data, especially the negative effects of exclusive de facto control over 

IoT data for innovation, competition on secondary markets, and the lack of control of 

users over the generated IoT data. This leads to the objectives of the DA: It wants to 

make more data available for the innovation of products and services and for protect-

ing and enabling competition on secondary markets. It also intends to enhance the 

empowerment of users and to provide more fairness regarding the distribution of the 

value of this data. But the DA also wants to preserve the incentives of IoT manufac-

turers to invest in data-generating IoT devices.9 

 

The DA, however, does not challenge the freedom of manufacturers to design their 

IoT devices in such a way that they get exclusive de facto control over the data. The 

DA accepts the technological capturing of this data by the manufacturers and their 

technological control over the IoT devices. Therefore, the main strategy of the DA is 

to limit the negative effects from the exclusive de facto control position of the manu-

facturers through a set of mandatory rules for the governance of IoT devices to solve 

these problems.  

 

The DA wants to achieve its objectives by two key instruments and a technological 

precondition about the governance of IoT data: 

 

(1) New rights for the users regarding access, use, and sharing of IoT data: Art. 4 

and 5 DA introduce new rights of the users of the devices to access and use 

the IoT data (Art. 4) and to share them with third parties (Art. 5). The scope of 

the IoT data for these rights, however, is limited to raw data and "pre-pro-

cessed" data, and does not encompass inferred and derived IoT data.10 Users 

can freely decide with whom they want to share IoT data and for what purposes 

(e.g., for the provision of services or for innovation), but the data holders can 

require a (licensing) contract with the data recipients and claim "reasonable 

compensation" (with FRAND conditions).11 

 

(2) New data use contract between data holders and users: In addition to the 

agreement about the processing, use, and sharing of personal IoT data (con-

sent according to Art. 6(1) a GDPR), the DA introduces the requirement of a 

new contract about the use of non-personal IoT data by the data holder (Art. 

 

9 See European Commission, Proposal for a regulation of the European Parliament and of the 

Council on harmonised rules on fair access to and use of data (Data Act), 23.2.2022, 

COM(2022) 68 final [Draft DA], Explanatory Memorandum, p. 2-3. 

10 See recital 15 DA.  

11 See Art. 8 and 9 DA. 
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4(13) DA). This implies that without such an agreement with the users, the data 

holders cannot anymore use, share, and monetize the non-personal IoT data 

that are under their exclusive de facto control. 

An important precondition for these two key instruments is the obligation in Art. 3 DA 

that manufacturers have to design their IoT device technologically in such a way that 

this IoT data are easily accessible for the users and can be shared with third parties 

as data recipients.12  

 

E. The change of the bundle of rights by the EU Data Act  

 

I. Introduction 

 

One of the main problems of the DA is that it is not based on a clear and consistent 

concept about the bundle of rights on IoT data, neither from a legal nor from an eco-

nomic perspective. We show in this section that this is not only true for the initial pro-

posal of the Commission. Overall, also the changes introduced during the legislative 

process have not led to a more coherent and effective approach. Therefore, it cannot 

be expected that the objectives of the DA will be achieved. From our analysis of the 

proposal and the final version of the DA as well as from the academic and legislative 

discussions, we identify three different concepts for the bundle of rights on non-per-

sonal data, which have been used in the reasoning about the DA, albeit often in a 

more implicit way. They can be briefly summarized as follows:13 

 

(1) Data holder-centric concept: Largely based upon the status-quo situation, in 

this concept the manufacturers (and data holders) are seen as the "owners" of 

this data. Due to an alleged incentive problem regarding investing in data-gen-

erating IoT devices, according to this concept the data holders also should 

have a far-reaching IP-like "bundle of rights" on this non-personal data with the 

possibility to extract most of the value from this data. 

 

(2) User-centric concept: An alternative concept would assign the bundle of rights 

on this non-personal data to the users of these IoT devices. These are usually 

also the owners of these physical devices that they have bought from the man-

ufacturers. This concept has some parallels with the current legal situation re-

garding personal IoT data in the EU. 

 

(3) Concept of co-generated data: This concept is based upon the wide-spread 

notion that in the data economy often more than one actor contributes to the 

generation of data. Therefore, all co-generators should have rights on this data 

 

12 Art. 3 DA also encompasses transparency requirements about the generated data, e.g. 

what types of data, whether it is generated continuously and in real-time, and how to access 

the data etc. 

13 For an in-depth analysis of each of these concepts, see Eckardt/Kerber, Property rights 

theory, bundles of rights on IoT data, and the EU Data Act, 57 European Journal of Law & 

Economics, 113-143, 2024. 
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and participate in the value of this data. With regard to IoT data, the DA views 

both the manufacturers and the users as contributors to the generation of non-

personal IoT data.14 

In the following subsections, we analyze how and to what extent the DA proposal and 

the final version of the DA use elements from these three different concepts, and what 

contradictions and problems arise through the lack of applying a clear concept. In ad-

dition, we examine whether the two key instruments introduced by the DA – as pre-

sented in section D - can be expected to provide an effective legal solution for achiev-

ing the objectives of the DA. This also requires to explore whether the DA correctly 

identifies and solves existing market failures in B2C and B2B contexts because - as 

explained in section B - the optimal design of the bundle of rights depends as well on 

the extent that markets are not suffering from significant market failures. 

 

II. Analysis I: Bundle of rights in the DA proposal of the European Commission 

 

The initial DA proposal of the Commission15 is still much dominated by the currently 

strong position of manufacturers with their exclusive de facto control over IoT data. It 

is therefore closely aligned to the above described data holder-centric concept. Most 

of the rules in the DA proposal about IoT data fit very well to an interpretation that the 

data holders should have an IP-like position on non-personal data. The DA strongly 

emphasizes the incentives to invest in data-generating IoT devices, suggesting the 

need for data holders to monetize the IoT data, which is close to a typical IP justifica-

tion. Although the DA explicitly states that it does not confer any new rights on non-

personal data to the data holders, it clearly acknowledges and protects the exclusive 

de facto control position over all IoT data. This is done e.g., by allowing to make data 

accessible only "in-situ" (e.g., on servers controlled by the data holders) and by giving 

the data holders the right to require technical protection measures in the case that 

these IoT data are shared via the data sharing right of the users with third parties.16 

This interpretation that the data are seen as "owned" in an IP-like way by the data 

holders is also supported by the requirement of a negotiated licensing contract be-

tween the data holder and a data recipient with whom the users share the data for a 

certain purpose.17 The DA proposal also defines the scope of the data for the data 

rights very narrowly (only raw data), whereas all other IoT data, and, in particular, 

 

14 See recital 6 DA. 

15 See European Commission, Proposal for a regulation of the European Parliament and of 

the Council on harmonised rules on fair access to and use of data (Data Act), 23.2.2022, 

COM(2022) 68 final. 

16 See, e.g., Art. 4(11), 5(5) and recitals 8 and 22 ("in situ access", i.e. data holder need not 

provide a copy of the data to the user or third-party). If the data are only made accessible and 

useable "in-situ", then the user can not directly share this data with other firms (and "circum-

vent" the data sharing mechanism of Art. 5 DA). These rules apply independently from the 

question whether the data are also trade secrets. 

17 However, the data holder is not free in setting a "licensing fee" but can only claim a 

"reasonable compensation" which, nevertheless, can also entail a profit margin. 
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derived and inferred data remain under the exclusive de facto control of the data hold-

ers (preserving their de facto ownership position on this data).18  

 

In the DA proposal of the Commission, however, also important reasoning and rules 

can be found that do not fit to and even directly contradict such a data holder-centric 

approach: 

 

(1) The view of the DA that IoT data are co-generated by manufacturers and users 

seem to contradict the concept of an exclusive "ownership" by data holders. 

This holds also for the introduction of new user access and sharing rights.  

However, it is not unusual in IP law that the exclusivity of IP rights has limita-

tions with also other actors having rights for use (e.g., "fair use" in copyright 

law). Nevertheless, the provisions that allow the users to decide nearly entirely 

free on how to use this IoT data, with whom to share it and for what purposes, 

do not fit to a data holder-centric approach. 

 

(2) Particularly important is that the data holders lose their currently existing "de 

facto ownership" of non-personal data through the second key instrument be-

cause for using, sharing, and monetizing the IoT data they now need a contract 

with the users of the IoT device (Art. 4(13) DA).19 This can be interpreted as a 

fundamental change in the assignment of the bundle of rights on non-personal 

IoT data from the data holders with their exclusive de facto control to the users 

of the IoT devices:20 Whereas now the data holders need the consent of the 

users for using the data, the users have the right to access, use and share this 

non-personal data without needing the consent of the data holders.21 This 

change in the bundle of rights through this new contract was partly heavily 

criticized in the academic discussion, including demands for the deletion of this 

new contract.22 

 

18 Therefore, the introduction of these user rights do not change the bundle of rights for those 

IoT data which are outside of the scope of these user rights. The exclusion of all inferred and 

derived IoT data can significantly reduce the usability of the data that can be accessed, used, 

and shared with these user rights. 

19 This was Art. 4(6) in the DA proposal of the Commission. 

20 See Hennemann/Steinrötter, Data Act – Fundament des neuen Datenwirtschaftsrechts? 

Neue Juristische Wochenschrift 2022, 1481 (1483); Specht-Riemenschneider, Der Entwurf des 

Data Act, MMR, Zeitschrift für IT-Recht und Recht der Digitalisierung 2022, 809–826; Wiebe, 

Der Data Act–Innovation oder Illusion? GRUR 2023, 1569 (1570). 

21 The DA does confer new rights on this non-personal IoT data only to the users but not to 

the data holders (see also recital 5 DA). 

22 See Drexl et al., Position statement of the Max Planck Institute for Innovation and Compe-

tition of 25 May 2022 on the Commission’s Proposal of 23 February 2022 for a regulation on 

harmonised rules on fair access to and use of data (Data Act), Max Planck Institute for Inno-

vation & Competition Research Paper No. 22–05, 2022, doi.org/10.2139/ssrn.4136484, para. 

44-54; Leistner/Antoine, IPR and the use of open data and data sharing initiatives by public 

and private actors, Study commissioned by the European Parliament’s Policy Department for 

Citizens’ Rights and Constitutional Affairs at the request of the Committee on Legal Affairs, 
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A deeper analysis of the two new key instruments in the DA proposal, however, shows 

that both of them can be expected to be very weak and largely ineffective. 

 

(1) The new user rights for access and sharing of IoT data with other firms suffer 

from too many restrictions, hurdles, and high transaction costs: Bilateral nego-

tiations between data holders and data recipients about reasonable compen-

sation (with FRAND conditions) as well as technical protection measures, dis-

putes about trade secret protection, and open questions about compliance with 

data protection law are only some of the problems. In addition, the scope of 

the shared data is often not sufficient for providing additional services (e.g., 

repair services) and for enabling innovation. Therefore, the data sharing mech-

anism via the users often will not be effective, and therefore will not lead to 

much additional sharing of IoT data, more innovation, and competition on sec-

ondary markets.23 

 

(2) At least in B2C contexts, it also cannot be expected that the new data use 

contract regarding non-personal data will give the consumers much more 

meaningful control over their data and will lead to a fairer share of the value of 

their IoT data: Consumers will suffer from the same information and behavioral 

problems (including behavioral manipulation) as in the case of personal data 

where "notice and consent" solutions do not work sufficiently. In addition, IoT 

device manufacturers can bundle the contract about the sale of the IoT device 

with a "buy-out" contract about their use, sharing, and monetizing of the non-

personal IoT data. This "contracting away" of the bundle of rights on non-per-

sonal data would lead back to the exclusive control of the data holders over 

the IoT data (but now based upon a contract instead of technical de facto con-

trol).24 

From an economic perspective the DA proposal of the Commission suffered from se-

rious mistakes regarding its assumptions about market failures. (1) It mistakenly 

claimed that a serious general incentive problem exists for investing in data-generating 

IoT devices. But since manufacturers can cover their investment costs through the 

 

2022, doi.org/10.2139/ssrn.4125503, p. 92-95. One main argument was that the manufacturers 

might be more motivated and better capable to use and share the data. 

23 In much more detail wee Kerber, Governance of IoT data: Why the EU Data Act will not 

fulfill its objectives, 72(2) GRUR International 120 (125-128), 2023; Podszun/Offergeld, The 

EU Data Act and the access to secondary markets. Study for the Ludwig-Fröhler-Institut für 

Handwerkswissenschaften, 2022, doi.org/10.2139/ssrn.4256882. Particularly important is also 

the lack of solutions for technical interoperability which is often necessary for certain comple-

mentary services, as e.g. repair and maintenance services. 

24 See Specht-Riemenschneider, Der Entwurf des Data Act, MMR, Zeitschrift für IT-Recht und 

Recht der Digitalisierung 2022, 809 (820); Kerber, Governance of IoT data: Why the EU Data 

Act will not fulfill its objectives, 72(2) GRUR International 120 (132), 2023; Eckardt/Kerber, 

Property rights theory, bundles of rights on IoT data, and the EU Data Act, 57 European Journal 

of Law & Economics, 113-143, 2024; for an analysis of this problem in B2B contexts, see sec-

tion E.III below. 
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price of the IoT device, such a general incentive problem does not exist.25 (2) The DA 

does not sufficiently take into account the information and behavioral market failures 

of consumers. Therefore, it should not rely on pure freedom of contract for the data 

use contract between data holders and consumers without providing additional regu-

latory measures for protecting the interests of consumers.26 (3) However, the DA pro-

posal has correctly understood that exclusive control over IoT data is not the best 

solution due to the non-rivalrous character of data. But due to its mistaken assumption 

of an unsolved incentive problem for manufacturers, it wrongly favored more the inter-

ests of the manufacturers instead of focusing more on the many advantages of more 

access and sharing of IoT data for the users and for innovation and competition. This 

wrong balancing of interests might also be the main reason why so many restrictions 

and hurdles, which mostly protect the data holders, have been implemented in the 

data sharing mechanism, thus rendering it weak and ineffective.  

 

Although the proposal of the Commission attempted to address the right problems and 

introduced two new and interesting key instruments for achieving its objectives, a 

broader assessment from an economic perspective comes to the conclusion that it 

cannot be expected to achieve its objectives, especially with regard to more innova-

tion, competition, and user empowerment.27 Due to the mentioned contradictions be-

tween a strong alignment with a data holder-centric approach and important elements 

from a user-centric approach, as well as by including elements from the concept of co-

generated data, the DA proposal also did not succeed in developing a coherent design 

for the bundle of rights on non-personal IoT data. 

 

III. Analysis II: Further changes in the final version of the Data Act  

 

In the further legislative negotiations between the European Parliament, the Council 

and the Commission (so-called Trilogue), a number of interesting additional changes 

have been made in the DA, also with regard to the bundle of rights on non-personal 

data. We will see, however, that regarding both the coherence and the effectiveness 

of the DA it is unclear to what extent these changes have improved it. In the following, 

only the most relevant changes are analyzed. 

 

 

25 See Drexl et al., Position statement of the Max Planck Institute for Innovation and Compe-

tition of 25 May 2022 on the Commission’s Proposal of 23 February 2022 for a regulation on 

harmonised rules on fair access to and use of data (Data Act), Max Planck Institute for Inno-

vation & Competition Research Paper No. 22–05, 2022, doi.org/10.2139/ssrn.4136484, 

para. 72; Specht-Riemenschneider, Der Entwurf des Data Act, MMR, Zeitschrift für IT-Recht 

und Recht der Digitalisierung 2022, 809 (823); Martens, Pro- and anti- competitive provisions 

in the proposed European Union Data Act, Working Paper 01/2023, Bruegel 2023; and Kerber, 

Governance of IoT data: Why the EU Data Act will not fulfill its objectives, 72(2) GRUR Inter-

national 120 (128-130), 2023. 

26 The new transparency requirements in Art. 3 DA can help only to some extent. 

27 See, e.g., Kerber, Governance of IoT data: Why the EU Data Act will not fulfill its objectives, 

72(2) GRUR International 120 (133), 2023; Lundqvist, Regulating Access and Transfer of Data, 

Cambridge University Press 2023, 102-108; and Wiebe, Der Data Act–Innovation oder Illusion? 

GRUR 2023, 1569 (1578). 
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Particularly important is that the controversially discussed data use contract between 

data holders and users has been confirmed and strengthened in the final version of 

the DA. The provision that the data holders need a contract with the users for using 

the non-personal IoT data (Art. 4(13) DA) has been complemented with an additional 

Art. 4(14) DA that includes additional restrictions for the data holders regarding the 

sharing of data generated by an IoT device (product data). Moreover, the new re-

cital 26 states that only the users are allowed to monetize this product data. The main 

argument is that such an exclusive assignment of the right to monetize the non-per-

sonal IoT product data gives users larger incentives to share the data. This would 

enable that the data sharing right (Art. 5 DA) can lead to the emergence of "liquid, fair 

and efficient" data markets which, in turn, would have positive effects on innovation 

and competition.28 Whereas the DA proposal of the Commission was always unclear 

whether it wanted to open a path to such data markets, the final version of the DA now 

clearly states that it wants such data markets via these user rights and that only the 

users should have the right to monetize the data. In this context, the DA sees now also 

a clear role for data intermediaries (as defined and regulated in the Data Governance 

Act), who can be used by the users, also for monetizing their data. However, the users 

can also monetize their IoT data via the data holders or other firms. All in all, these 

new provisions and recitals strongly support that in the final DA the bundle of rights on 

IoT data has been assigned primarily to the users of IoT devices.  

 

These modifications in the legislative process could be interpreted as a major change 

in the basic architecture and concept of the DA from a primarily data holder-centric 

approach in the proposal to a much more user-centric approach in the final DA. How-

ever, many other provisions in the DA proposal which are based upon the data holder-

centric concept have not been changed, they have even been strengthened to some 

extent. Although it is now much clearer than in the proposal that it is the user who is 

licensing the IoT data to the data holders (or other firms), the data holders still can 

claim "reasonable compensation" from the firms with which the users are sharing their 

IoT data. This does not fit to a concept in which the users get exclusive rights to use, 

share, and monetize their non-personal IoT data. The same is true for many provisions 

in the DA that protect and strengthen unilaterally the de facto control position of the 

data holders vis-a-vis the users and data recipients.  

 

The notion that this IoT data should have an IP-like protection has also been strength-

ened to some extent in the final version because during the Trilogue negotiations many 

concerns have been raised that a lot of this IoT data might be trade secrets of the 

manufacturers. This has led to strong demands for a stronger protection of trade se-

crets with respect to the data sharing obligations of the data holders. As a conse-

quence, the data holder-centric concept with regard to IoT data has been strengthened 

 

28 Recital 33 DA; important is that in the final version Art. 6(2)(c) DA now explicitly allows that 

data recipients can "resell" the data to other firms if users agree. 



12 
 

 

in the final version through a number of changes (including exceptions to the data 

access and data sharing obligations of Art. 4 and 5 DA).29  

 

Will these changes in the final version of the DA lead to a better achievement of its 

objectives by making the two key instruments more effective? In the following, we will 

distinguish between B2C and B2B contexts.  

 

Data use contract (Art. 4(13) DA) in B2C contexts: Although the clearer assignment of 

the rights on non-personal data to the users strengthens conceptually the key role of 

the data use contract between data holders and users, this change of the bundle of 

rights might not help to give the users more effective control over their non-personal 

data and prevent buy-out contracts regarding this IoT data. The information and be-

havioral problems of consumers still exist,30 and the manufacturers can still as easily 

contract away these rights by bundling this contract with the sale contract as in the 

initial DA proposal.31 Even the explicit exclusive assignment of the right to monetize 

the non-personal IoT product data to the users in the final version of the DA does not 

change this. In B2C situations such a bundling strategy still implies that the consumers 

are only left with their non-waivable user rights which cannot be contracted away.32 It 

is also unclear whether these market failure problems and bundling strategies of the 

manufacturers will not counteract the objective to enable the consumers to get a larger 

share of the value from their IoT data. It is one of the problems in the final DA that it 

still relies on a pure freedom of contract approach without the necessary measures for 

dealing with the market failure problems regarding consumers. 

 

What are the effects of these changes in B2B contexts? It was unclear from the be-

ginning whether here a general market failure exists at all and why the question of the 

allocation of rights to access, use, and share non-personal data cannot be left to free 

negotiations between manufacturers and business users on the market. While unequal 

bilateral bargaining power can also be a market failure problem in B2B situations, this 

 

29 See, e.g., Art. 4(6)-(9) DA and recital 31. For the complex discussion about the relationship 

of trade secret law and DA, see Wiebe, The Data Act proposal. Access rights at the intersection 

with database rights and trade secret protection, GRUR 2023, 227–238; Aplin titleXXX, (Chap-

ter 6 in this volume), Zech, Data access rights as property rights (Chapter 4 in this volume). 

30 However, in the final version a new prohibition against behavioral manipulation of the user 

by the data holders was included (Art. 4(4) DA). 

31 An amendment of the EP to limit the bundling of these contracts failed in the final negotia-

tions about the DA: "The data holder shall not make the use of the product or related service 

dependent on the user allowing it to process data not required for the functionality of the product 

or provision of the related service" (Art. 4(6) s.2 Draft European Parliament Legislative Reso-

lution on the proposal for a regulation of the European Parliament and of the Council on har-

monised rules on fair access to and use of data (Data Act) (COM(2022)0068 – C9-0051/2022 

– 2022/0047(COD)). 

32 This also shows the importance of the non-waivability of these user rights in B2C contexts. 
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will happen only in a limited group of cases.33 Thus, it is not surprising that the appli-

cation of the same rules in B2C and B2B situations about new user access and sharing 

rights and the data use contract in the proposal of the Commission was much criti-

cized.34  

 

Therefore, it has to be welcomed that the final version has tried to react to demands 

for a stronger differentiation between B2C and B2B situations through an important 

additional change in the design of the bundle of rights: In B2B situations, it now allows 

business users to "waive" their new user rights on non-personal data (Art. 4 and 5 DA) 

(for a "proportionate compensation").35 This can have many positive effects because 

it leads back to the principle of freedom of contract and helps to avoid over-regulation 

in many B2B situations. However, it also raises the question why the mandatory intro-

duction of new but waivable user rights will lead to more access, use, and sharing of 

IoT data, and therefore to more innovation, competition, and user empowerment. In 

B2B situations, the manufacturers can also bundle the sale of a smart machine with a 

contract in which the business users waive their new user rights. In this case, there 

might not change much compared to the situation before the DA, i.e. the manufactur-

ers have exclusive control over all generated IoT data but now on a contractual basis. 

With enough bargaining power, the manufacturer can contract away all rights that the 

DA grants to the business users, including the exclusive rights to monetize this data. 

If manufacturers do not have such unequal bargaining power vis-a-vis business users, 

then the latter can negotiate the efficient solutions for the access, use, or sharing of 

the IoT data also without the rules of the DA. Therefore, it is not clear why the DA 

should lead to the unlocking of more IoT data in B2B contexts and therefore to more 

innovation and competition.36 

 

Will the changes in the final version of the DA lead to a larger effectiveness of the data 

sharing mechanism of Art. 5 DA than in the initial proposal of the Commission? The 

extension of the scope of the IoT data for the user rights by including not only raw data 

but also "pre-processed" data is at least a small improvement. It can make the shared 

data more usable for data recipients, but it is very unclear whether this really changes 

much for enabling complementary services and innovation. Most important is, how-

ever, that the restrictions, hurdles, and transaction costs of the data sharing mecha-

nism have not been reduced in the final version of the DA. On the contrary, instead of 

simplifying the mechanism, additional requirements and hurdles have been intro-

duced. Particular important are the new provisions that strengthen the possibilities for 

data holders to use claims about trade secret protection of (raw and pre-processed) 

 

33 Even if this is the case, it is not always the manufacturers who are in the stronger position 

as assumed by the DA. Often business users can have superior bargaining power which leads 

to the problem that now the manufacturers have no access to the IoT data. 

34 See, e.g, Metzger/Schweitzer, Shaping markets: A critical evaluation of the Draft Data Act, 

Zeitschrift für Europäisches Privatrecht 2023, 42 (56-58).  

35 Recital 25 DA.  

36 It is also not clear why the business users should have generally more incentives for sharing 

the data than the manufacturers. This depends much on the business models of manufacturers 

and users. 
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IoT data for making it harder to share these data, and more expensive and unattractive 

for data recipients to use such data.37 Important is also that the two provisions which 

directly limit the sharing of IoT data and protect the manufacturers of IoT devices 

against competition have been confirmed and strengthened in the final version of the 

DA. The DA prohibits that the users and the data recipients use the shared IoT data 

for developing a product which competes with the IoT devices that have generated 

this data. In addition, the users are also not allowed to share their IoT data with firms 

that are designated as gatekeepers in the Digital Markets Act.38 However, the already 

described changes for enabling and supporting new markets for non-personal data 

and the possible active role of data intermediaries in that respect might be a very im-

portant positive step that could lead to more unlocking of IoT data and innovation, e.g. 

through the building of aggregated data sets. But it will be one of the important tasks 

to clarify how the complex rules of the DA can be applied in such a way that well-

functioning data markets for non-personal data can emerge.  

 

F. Conclusions and perspectives 

 

The EU Data Act sets new rules for the governance of data generated by IoT devices. 

The GDPR already stipulates that consumers must consent to the use of their personal 

data by others. This holds also for personal data generated by IoT devices. However, 

so far there were no provisions in place regarding non-personal data. This allowed the 

manufacturers of IoT devices to technically capture the data through the design of their 

IoT devices. With the Data Act, the European Commission now wants to achieve that 

users of IoT devices have more control over their data and get a fair share of its value 

and that more data is made available to third parties for innovation and competition, in 

particular on secondary markets. To these ends, the DA introduces two novel provi-

sions which for the first time assign access, use, and sharing rights to users of IoT 

devices. In addition, it requires manufacturers to get the consent of users via a contract 

for also using these data. In this paper, we analyzed how the DA will change the bun-

dles of rights on non-personal IoT data and whether it can be expected that the DA 

achieves its objectives.  

 

Our main findings can be summarized as follows.39 The DA is not based upon a clear 

legal or economic concept and is therefore unclear and contradictory regarding its de-

sign of the bundle of rights on non-personal data. Although the final version of the DA 

has clarified some issues, it also has led to new open questions and contradictions, 

e.g. between the application of a data holder-centric and a user-centric approach. Alt-

hough the latter has been conceptually strengthened by explicitly assigning the bundle 

 

37 Also other additional provisions were included that can further weaken the data sharing 

mechanism. 

38 See, e.g. Art. 4(10) and Art. 5(3) DA. For a critical analysis see Metzger/Schweitzer, Shaping 

markets: A critical evaluation of the Draft Data Act, Zeitschrift für Europäisches Privatrecht 

2023, 42 (59-61); and Kerber, Data Act and competition: An ambivalent relationship, Concur-

rences 2023, No.1, 30–36. 

39 For a broader analysis, see Eckardt/Kerber, Property rights theory, bundles of rights on IoT 

data, and the EU Data Act, 57 European Journal of Law & Economics, 113 (136-139), 2024. 
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of rights on the use, sharing, and monetizing of the IoT product data to the users, it is 

very unclear whether this will give the users more effective control over their IoT data. 

The DA does not protect the users against the potential strategy of the data holders to 

bundle the sales contract about the IoT device with a far-reaching buy-out contract 

about the use of non-personal data. The newly assigned rights on non-personal data 

to the users can therefore be contracted away, especially in B2C situations, i.e. the 

control over the non-personal data can again end up exclusively with the data holder. 

In B2B situations, this can be different depending on the bilateral distribution of nego-

tiation power.  

 

Another important finding is that in the final version of the DA the concept of co-gen-

erated data does play an even smaller role than in the initial proposal of the Commis-

sion. Instead of opening access to the data which are non-rivalrous in use, the DA 

seems to assign an exclusive bundle of rights over raw and pre-processed IoT data to 

the users of the IoT devices. In the academic discussion on the DA proposal, several 

authors suggested an application of the concept of co-generated data in which both 

the data holders and the users should have independent sets of rights to use, share, 

and monetize the non-personal data.40 This would also have the advantage that if one 

actor does not want to share the data, then access and sharing of the data might still 

be possible via the other contributor to the generation of data. This could be very help-

ful regarding the objectives of the DA of enabling innovation and competition.41 How-

ever, the final version of the DA with its emphasis on an exclusive assignment of the 

bundle of rights on data to the users and many options how the data holders can en-

sure their exclusive control over the non-personal IoT data (via contracts), is on a dan-

gerous path and slippery slope to fall back to mistaken concepts of exclusivity as an 

optimal governance solution for data that are non-rivalrous in use. 

 

Overall, the DA can still not be expected to achieve sufficiently its objectives of (1) 

unlocking much more IoT data for innovation and competition, especially on secondary 

markets, (2) giving users, in particular, consumers, more meaningful control over their 

IoT data, and (3) improve significantly the fairness of the distribution of the value from 

the IoT data although explicitly allowing markets for the shared non-personal data 

might help to some extent. A big problem is that the basic contradictions, open ques-

tions, and unclear provisions can lead to great deal of legal uncertainty due to very 

different interpretations of the rules of the DA and the specific design of the bundle of 

rights on IoT data. This also includes the relationship to other laws, such as data pro-

tection and trade secret law, which also determine important parts of the bundle of 

rights on IoT data.42 

 

40 See Metzger/Schweitzer, Shaping markets: A critical evaluation of the Draft Data Act, Zeit-

schrift für Europäisches Privatrecht 2023, 42 (50-51); Martens, Pro- and anti- competitive pro-

visions in the proposed European Union Data Act, Working Paper 01/2023, Bruegel 2023, p. 

20, who suggested a "mutual exhaustion" of their rights on IoT data.  

41 See Eckardt/Kerber, Property rights theory, bundles of rights on IoT data, and the EU Data 

Act,  57 European Journal of Law & Economics, 113 (132-135), 2024. 

42 A broader analysis would also include into the analysis of the bundles of rights on IoT data 

trade secret law, data protection law, and copyright law; see for copyright law Raue, "Without 
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Therefore, it is necessary to think about further improvements of the DA and additional 

policies. Regarding the DA itself, a streamlining of the data sharing mechanism of 

Art. 5 DA by reducing the many hurdles, restrictions, and transaction costs would be 

very important in order to improve significantly its effectiveness. For enabling more 

innovation, it is also important to ensure that emerging markets for non-personal data 

can work effectively in practice and are not impeded by the too complex rules of the 

DA. With regard to the objectives of more empowerment of consumers as users of IoT 

devices and a fairer sharing of the value of IoT data, it is necessary to introduce addi-

tional consumer protection measures which enable consumers to get more control 

over their data and participate more in the value of their consumer data. In that respect, 

it is an interesting question whether the DA, which covers both non-personal and per-

sonal IoT data, can also be used to better empower consumers regarding their per-

sonal data and can therefore complement the GDPR and thus help it in achieving its 

objectives.43  However, also additional policies beyond the DA with its user-initiated 

data sharing mechanism will be necessary:44 This implies additional regulations for 

direct access rights of firms to IoT data, e.g., new sectoral regulations (like an updated 

type approval regulation for motor vehicles) and regulations for getting access to IoT 

data for training AI-based algorithms. New innovative data trustee solutions for certain 

sets of IoT data might also lead to additional positive effects for supporting the unlock-

ing of IoT data and more innovation and competition. 

 

prejudice": The interface of the Data Act and copyright, (Chapter 8 in this volume) and Wiebe, 

The database right and Art. 43 of the Data Act (Chapter 9 in this volume). 

43 The data sharing right of Art. 5 DA goes far beyond the data portability right of Art. 20 GDPR. 

44 See Eckardt/Kerber, Property rights theory, bundles of rights on IoT data, and the EU Data 

Act, 57 European Journal of Law & Economics, 113 (135), 2024; Eckardt, Data commons and 

the EU Data Act in: Heine/Budzinski (eds.), Wettbewerb, Recht und Wirtschaftspolitik, Fest-

schrift für Wolfgang Kerber, Nomos 2024, 241-257. 
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